About Falconwood, Inc:
Falconwood, Inc. is a woman/veteran-owned, small business providing executive level consultants
and programmatic support to Department of Defense Information Technology (IT) initiatives and
programs.
We provide expert consultation on a diverse range of IT subjects focusing on acquisition strategy,
implementation activities and Information Assurance policy and engineering.
We have FIVE immediate openings for Cybersecurity RMF Analyst(s) to support to the Navy
Enterprise Resource Planning (ERP) N-ERP.
Duty Locations: Washington Navy Yard
Positions Available:

5 Mid-level
Desired Skills:
 Must have the skills necessary to perform effectively in a DoD RMF based security
program.
 Must be able to perform the complete DoD RMF Assessment and Authorization (A&A)
process, to include system categorization, security control baseline selection and tailoring,
security control implementation and assessment.
 IAW NIST SP 800-53A, document weakness as well associated risks assessments to identify
weaknesses and recommend and implement corrective actions as part of A&A and
continuous monitoring activities to include annual assessments, POA&M management,
etc. using an automated RMF A&A tool.
 Possess the skills necessary to perform assess the effectiveness of the implementation of
DISA STIGs with regards to platforms and applications.
 Must have the ability to communicate effectively in writing and verbally.
 Ability to work effectively independently and as part of a group.
 Possess the knowledge and experience required to assist in the development of
cybersecurity related documentation and other artifacts required to successfully navigate
an information system through the DoD/Navy acquisition process.
Qualifications:




The successful candidate will have familiarity with implementing NIST, DoD, and Navy
Cybersecurity policies, guidance and standards, e.g. DoDI 8510.01, FIPS-199, FIPS-200, NIST
SP 800-37, NIST SP 800-53, Rev x, NIST SP 800-53A, NIST SP 800-34, NIST SP 800-18, NIST
SP 800-30, NIST SP 800-64, CNSSI-1253, The Enterprise IT Control Standards (EITCS), etc.
The candidate will have knowledge and ability to assess system compliance with DISA
STIGs at the network, platform and application levels.









Must have knowledge of and experience with the implementation of DoD RMF policies,
standards and guidance employed to obtain IATTs, and ATOs.
The candidate will have experience with using the automated RMF Assessment and
Authorizations (A&A) tools to complete and document RMF A&As.
The candidate will possess knowledge needed to successfully complete DoD compliant
RMF continuous monitoring activities, to include annual control assessments, POA&M
monitoring and updates, creation and/or updating of security documentation,
development of mitigations for non-fully compliant controls.
The candidate will have knowledge and experience with successfully completing risk
assessments in accordance with NIST SP 800-30, Rev 1.
The candidate will have knowledge of and experience with configuring, executing, and
interpreting the results of vulnerability scanning tools.
The candidate must also have experience with the development, documentation and
communication of mitigations for non-compliant controls related to scan and STIG
assessment results. 9. Must have or be able to obtain and maintain a SECRET security
clearance and an IT-I sensitivity level background investigation."

Please reply directly to this position description with an updated resume and your salary
requirements directly to Tiffany Cannon at tcannon@falconwood.biz.
Tiffany A. Cannon
Falconwood, Inc.
Office: 703.888.4328
Email: tcannon@falconwood.biz

