FALCONWOOD ¢ INC.

About Falconwood, Inc:

Falconwood, Inc. is a small, woman/veteran-owned business providing executive level
consultants and programmatic support to Department of Defense (DoD) Information
Technology (IT) initiatives and programs.

We provide expert consultation on a diverse range of IT subjects focusing on
acquisition strategy, implementation activities and Information Assurance policy and
engineering.

We have an immediate opening for a Navy Qualified Validator who will have
experience with EMASS and doing RMF packages (Cloud experience preferred),
secure design and operation, secure configuration, secure communications, proper
handling and protection of sensitive information.

Duty Location:
Norfolk, VA

*10% Travel required.
The Navy Qualified Validator (with Cloud experience) will:

e Ensures the completion of programs, projects or tasks within estimated
timeframes and budget constraints

e Ensures that the quality of the program, project or task deliverable meets the
established standards or metrics

e Provides Cyber Security guidance and documentation throughout the system
development life-cycle

e Provides Cyber Security guidance at meetings, briefings and design reviews
and during system development in accordance with prevailing Cyber regulations
and policies

e Supports the PM, SCA, ISSM, and ISSE throughout all phases of the security
authorization process

e Enables Cyber Security system designs that properly mitigate identified threats
and vulnerabilities

¢ Reviews and approves test and evaluation activities to validate those threats
and vulnerabilities are mitigated

e Performs system security reviews and Certification & Accreditation (C&A)/
Assessment and Authorization (A&A)
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e Conducts A&A process for IT systems and networks in accordance with the
DoD Risk Management Framework process

e Analyzes and reviews the results of network and system vulnerability scans and
be able to validate the implementation of IA Controls in accordance with DoD
8500.2

e Assists with development and tracking of the POA&M in eMASS
e Supports RMF Checkpoint meetings

e Assists with the System Categorization and Risk Assessment Report, and
consults on the SLCM Strategy

e Develops the Security Plan, Security Assessment Plan, Security Assessment
Report, and Executive Summaries

e Reports package status and risks weekly
Required Qualifications:

e Minimum SECRET clearance

e Bachelor's degree in Computer Science, Information Systems/Technology,
Engineering, or other related field, or 7 years Cyber Security experience

e Minimum 4 years applied DoD or DON Cyber Security, Certification and
Accreditation (C&A) or Assessment and Authorization (A&A) experience

e Approved NQV
e Knowledge of RMF
e Knowledge of eMASS, VRAM, ACAS, etc.

¢ Ability to think independently with minimal oversight, as well as demonstrate
exceptional written and oral communications skills

e Exemplary customer/client management skills and techniques

Please reply directly to this position description with an updated resume and your salary
requirements directly to Tiffany Cannon at tcannon@falconwood.biz.

Tiffany A. Cannon

Falconwood, Inc.

Office: 703.888.4328

Email: tcannon@falconwood.biz
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