About Falconwood, Inc:
Falconwood, Inc. is a small, woman/veteran-owned business providing executive level
consultants and programmatic support to Department of Defense (DoD) Information
Technology (IT) initiatives and programs.
We provide expert consultation on a diverse range of IT subjects focusing on
acquisition strategy, implementation activities and Information Assurance policy and
engineering.
We have an immediate opening for a Cyber Security Analyst.
The role of a ONE-Net Cyber Security Analyst is to:


Perform independent validation of enterprise solutions packages IAW the
DIACAP and RMF.
Develop and/ or review artifacts required by DoD 8500.2/ 8510.01 in support of
an I/ATO



Analyze information systems security requirements to be implemented during
system design.



Determine the overall risk of the solution and support the conclusions that led to
that decision



Collaborate with interested and invested stakeholders throughout the validation
process

The responsibilities of a ONE-Net Cyber Security Analyst are to:
 Demonstrate strong communication skills, analytical ability, good judgment, and
the ability to work effectively with clients and IT management/ staff.


Ability to work independently and manage time efficiently to ensure all tasks
assigned are accomplished by the required deadline



Have a strong understanding of STIGs based on validation or engineering
experience.



Be knowledgeable of current security threats, techniques, and landscape



Conceptual and practical understanding of IT design, methodologies, products,
and services.

Qualifications and Education Requirements:


Have valid Cyber Security certification in accordance with DoD 8570 IAT II and
IAM I, or obtain one within 90 days of employment



Must be able to obtain and maintain a DoD Secret clearance.



Navy Qualified Validator (NQV)



BS in Computer Science/Information Systems/Engineering, or a strong grasp of
Computer Science/Information Systems and relevant experience.

Preferred Skills:
 Familiarization with the U.S. Navy RMF Bridge Conversion (RBC) process.


Intimate understanding of U.S. Navy Cyber Security Roles and Responsibilities.



Experience handling test output from tools such as DISA ACAS (Nessus
Scanner), DISA SCAP, DISA STIG Checklist



Configuration Management and System Development Life-cycle (SDLC)
involvement



Exposure to large-scale enterprise network production environments

Please reply directly to this position description with an updated resume and
your salary requirements directly to Tiffany Cannon at tcannon@falconwood.biz
Tiffany A. Cannon
Falconwood, Inc.
Office: 703.888.4328
Email: tcannon@falconwood.biz

