FALCONWOOD N

RMF Training Program

Delivering proven training to improve Risk Management
Framework knowledge, cyber proficiency, and cost savings

Gain the skills and knowledge required to achieve RMF authorization and maintain system records
through Continuous Monitoring.

Comprehensive start to finish Navy RMF training

Focused on skills and requirements for all RMF package efforts

Detailed, in-depth package and tool training

Delivered through simulated or real eMASS package instances using up to date required
processes and tools

Scan for More
Information

Why Falconwood?

Falconwood professionals have demonstrated RMF timeline
reduction (down from 9-months to 6- month on average) due
to higher quality package submissions and fewer rework
requirements

Established training program with a proven track record of
success and a student survey satisfaction score of 96%

Cost Savings:
Reduced processing time = reduced man hours.

Higher quality package submissions means fewer
returns for rework

Self-sustainment = no reliance on external groups to
support the RMF process and continuous monitoring

Key Topics
. Falconwood's proven process for building high quality RMF packages and reducing processing time
° Attaining an Accurate Risk Assessment of your system
° How to attain a Full Authorization to Operate (ATO) and maintain it through Continuous Monitoring
. Building the skills and knowledge base for your RMF team to handle current and future package
submissions

[=1 2231 Crystal Drive, Suite 801, Arlington, Virginia 22202 ‘& 571.733.9050 X info@falconwood.biz 8



FALCONWOOD N

RMF Training Program

Our Experience

Seasoned RMF experts who are experienced Validators/ISSEs
with over 50 years of experience in the Navy RMF process

Experienced trainers led by a Fully Qualified Validator team
composed of 10 Validators who have processed over 400 RMF
Afloat and Ashore packages with a 96% average performance
validation rating

Advanced level Information Security Certified Professionals with
intimate knowledge of Risk Assessment

Experts in process automation with the latest technologies and
tools

Developed procedures and checklists which established proven
time reduction processes adopted by external stakeholders

Il What our Clients are saying...

“l was extremely impressed with the training provided during
the ISSE training. | look forward to sending additional
individuals from my command to future training.”

— NECC Attendee

“This was great and I'm glad | went! Would definitely be
interested in additional training on higher level topics, such as
zero trust implementation and 800-53 Rev 5. Thanks for
hosting!”

— NAVIFOR Attendee
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Timelines and Requirements for
different RMF efforts
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Full ATO and IATT
Use Cases

CARs and HRRs

Year 1, 2, and 3 ASRs

RMF Package Requirements
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Categorization and
Registration

HW/SW List

Policy Compliance
eMASS requirements
Physical Security

Control Implementation and
Testing

= ACAS
= STIGS
= Automation

POA&M creation and
requirements

e Step 4 Validation
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POA&M inputs
Testing traceability
STIG compliance

Vulnerability Mitigation and
Remediation

e Post Authorization
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ASR
Cyber Hygiene
Policy Updates
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